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common challenge | hear from prospective customers is their concern with the
number of resources needed for the daily upkeep of a network monitoring
solution. Resources are at a premium, and making sure devices are added,

updated, and retired from the monitoring platform is commonly a low-priority

task, often relegated to inexperienced engineers if not forgotten altogether.

FirstWave was recently selected by NextLink Internet, a Wireless ISP located in
Hudson Oaks, Texas, to provide solutions around fault and performance
monitoring, event and configuration management, and NetFlow analysis. Like
many other clients, a key requirement of Ross Tanner, NextLink’s Director of
Network Operations, was automating the general upkeep of devices, or as

Ross put it “the daily feeding and watering of the solution”.

Introduction
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Operational Process Automation: Definition

Operational Process Automation (OPA) is all about using digital tools to automate
repetitive processes. Sometimes fully autonomous automation can be achieved, but more
often complex workflows can make use of partial automation with human intervention at

key decision points.

The key to maintaining the list of devices to be monitored is keeping track of new, existing,
and retired devices. FirstWave's suite of network monitoring tools includes Open-AudlIT,
an agentless device discovery and auditing platform. While Open-AudIT contains a built-in

connection to FirstWave’s NMIS fault and performance platform, the connection required

significant manual intervention which could not scale easily to the scope needed by
NextLink.

As part of system implementation, FirstWave conducted onsite interviews with NextLink’s
engineering teams; everyone from internal architects to field managers, to understand
their concerns and requirements. As a result, it was quickly determined that Open-AudIT’s
existing link to NMIS needed to be automated in a way that was easy to set up and

maintain, even by novice engineers.

As NextLink was deploying a 2-tiered monitoring architecture, comprised of a series of

pollers connecting directly with devices and reporting back to one or more master servers,
the solution would need to scale horizontally as well as vertically. While NextLink intended
to start with a single server dedicated to device discovery and auditing, the solution would

also need to be flexible enough to support multiple Open-AudIT servers.
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“At Nextlink we care for our
customers, we want them to
succeed as much as we do, when
it comes to partnering with
vendors that is a large deciding
factor for us. With FirstWave it
was never a question... we could
not have asked for a better team
to work with on going to the next
level of monitoring and
automation.”

Ross Tanner, Director of Network
Operations, NextLink Internet
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Use Cases

The first step in developing an automation system is to identify the most common use
cases, and if time permits, as many edge cases as possible. For this implementation,
FirstWave's engineering team storyboarded the following as a version 1 release:
needed to be identified:

A list of devices would be periodically pulled from Open-AudIT via the Open-AudIT
APl and added to the NMIS server. By maintaining a list of integrated devices,
oplntegration will know if a device was new, or if an update was being provided to an

existing integrated device.

A list of devices would be periodically pulled

[ ]
from Open-AudIT via the Open-AudIT API and N ew DQVICe
added to the NMIS server. By maintaining a list Added to

of integrated devices, oplntegration will know

if a device was new, or if an update was being N etwo rk

provided to an existing integrated device.

It is not uncommon, especially in WISPs like NextLink, to regularly swap out in-field
equipment due to failure or simply as part of a planned upgrade. Depending on your
configuration of Open-AudIT, these replacement devices can either be categorized as
a new device (usual) or overwrite an existing device entry (considered an edge case).
As a result, oplntegration will either add the new device as previously described or

update an existing device entry in NMIS with the new device type.
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Device Retired/Removed from Network

Queries for devices not seen for several audit cycles are already included

with Open-AudIT. Once a device has exceeded a given period (not seen for
y audit cycles or x number of days) then a custom query would be used by
oplntegration to retrieve that list, and set those devices to inactive in NMIS,
effectively retiring them without deleting their historical data. Permanently
removing the device from NMIS would remain a manual, user-initiated step.

In addition to creating an automation path, it was imperative that
the solution allow and account for users manually adding devices
to NMIS either through the GUI or some import process.

The initial Proof of Concept (POC) leveraged Open-AudIT’s powerful API to
retrieve a list of devices for each poller. This list was created using custom

queries built in Open-AudIT. By using custom queries, users would be able to

very granularly control the list of devices being sent to each NMIS poller. Once
each poller had its list of devices, opIntegration would then utilize NMIS’ Node
Administration function to manage adding, updating, and retiring devices from
NMIS. A series of configuration files on each NMIS poller would control the Open-
AudIT query to be executed, manage specifics like NMIS Group assignment and
other parameters. A simple cron job would call opIntegration on whatever cadence

the client desired.
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User Acceptance Testing (UAT) went well, with only minor changes to the initial code base,
primarily in the areas of debugging and visual presentation. After operating successfully
on-premise with NextLink for 90-days the solution passed FirstWave's internal tests and

validations and was determined stable enough for inclusion in shipping code.

N eXt Ste ps in oplntegration will be included natively

starting with the pending release of Open-

°
Automatlon AudIT 3.1. While the POC version was driven

from the command line, Open-AudIT 3.1 will

include a fully detailed GUI under Manage ->
Integrations, to make configuration straight
forward for all users. While the GUI will be
designed to configure a single server (i.e.
Open-AudIT and NMIS installed on the same
server) the Integration can be used to set up
configuration with remote NMIS platforms by
copying the resulting configuration and script
files to the remote NMIS server. Integrations
can also be scheduled like any other Task in
Open-AudIT, providing a simple GUI to create

a detailed schedule.

How it looks

From the Open-AudIT GUI, navigate to Manage -> Integrations -> List Integrations.
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J Open-AudIT Enterprise 3.1.0

View ~ Discover ~ Report ~

Home / Integrations

Integrations

50 ~ records per page

Details -

Execute

Showing 1 to 1 of 1 entries

NMIS Integration

o _

Applications
Attributes
Baselines
Connections
Dashboards
Devices
Flelds

Groups

List Integrations

Licenses

Create Integrations
Locations

Maps

Networks

Orgs

Querias

Racks

Roles

Summaries

Users

Widgets

This will provide you with a list of all integrations that have been created.

B Open-AudiT Enterprise 310 View =

Discover =~  Report = |

Admin = Help - Modules = Licenses ~ & Usernmis~

Homa

Integrations

5 = recoeds por page

Details

Execute *  Name

Showing 1101 of 1 emnes

Description

NMIS Integration All devices with NMIS Manage set to 'y’

Dashbosrds =

Edited By Edited On

Opan-AudlT Enerprise 201906-12 2230117

If we click on the blue details icon it will give you a summary of the integration if you

have not run this before, the green execute button will launch this process for you.

B Open-AudiT Ertamdisa 310 View -

Discover - Ropont - Manage -

Modules -  Licenses - & User nmis-

Home | integrations | HMIS Intogral
NMIS Integration
Summary
Details
Logs Last Run
Devicas Devices Integrated
Time Taken
Fila Contans

Dashboards =

Your nmis discovery named NMIS Integration.

2019-06-12 22:30:02
/5 success, 5/5 errors

3.094161s

By clicking the devices tab you will see exactly which devices are included in

the integration.
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Home | Integrations | NMIS integriton

NMIS Integration
Summary
Details
Logs View P
— n 192.168.88.8
Fils Contants n 192.168.88.9
n 192.168.88.10
“ Edz'.rwu.s&zu
n ;‘azm.jsa.se.zsa
I °
Conclusion

Operational Process Automation is a large concept,
often traversing multiple processes and stages.
However, by prioritizing problem points, identifying
manpower intensive steps, and focusing automation
efforts on those items you can achieve significant
improvements in performance, reliability, and
satisfaction. With the new Integration routines

that are built-into Open-AudIT Professional and
Enterprise, users can easily automate the feeding
and watering of NMIS for live performance and fault

monitoring.

Devices

Name Collect SNMP Caollect WM
thor trug Talse
thor.opmantek com

ernis true taise
aris.opmantak.com

adin Trug talse
odin.opmantek.com

asgard trua falsa
midgard true taise

"With the integration of these two
powerful systems, it has given us the
automation that we have dreamed of in
Operations. No longer are there missing
gaps in monitoring or inventory, nor do
you have to worry about the device model
being incorrect as the system does it for

you.”

Ross Tanner, Director of Network

Operations, NextLink Internet
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Learn More

If you would like to learn more about ‘How To Feed Your Network Monitoring
Solution’ and the sorts of processes that can be automated within a modern

enterprise IT team, contact our engineering team for a free network

assessment.

—
CONTACT AN EXPERT
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FirstWave

Our passion is to create intelligent
software that our service provider

partners and customers love.

Book a demo

FirstWave is a publicly-listed, global technology company formed in 2004 in Sydney,
Australia. FirstWave's globally unique CyberCision™ platform provides best-in-class
cybersecurity technologies, enabling FirstWave's Partners, including some of the
world’s largest telcos and managed service providers (MSPs), to protect their customers
from cyber-attacks, while rapidly growing cybersecurity services revenues at scale.

In January 2022, FirstWave acquired FirstWave Limited (FirstWave), a leading provider of
enterprise-grade network management, automation and IT audit software, with 150,000
organisations using their software across 178 countries and enterprise clients including
Microsoft, Telmex, Claro, NextLink and NASA.

Integrating CyberCision™ with FirstWave’'s f agship Network Management Information
System (NMIS) and Open-AudIT product enables FirstWave to provide a comprehensive
end-to-end solution for network discovery, management and cybersecurity for its Partners
globally.

With over 150,000 organisations now using FirstWave technology, we are well positioned
to be a leader of transformational change in the IT Operations and Cybersecurity world.

firstwave.com | connect@firstwave.com
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