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Discover everything on your network with Open-AudIT, a powerful tool designed to enhance compliance, visibility,
and security. Its agentless framework allows for scheduled audits without impacting user experience. The discovery
engine scans your network and stores configurations of every discovered device, providing insights into hardware
details, software licensing, configuration changes, and unauthorized devices. Additionally, Open-AudIT includes

a Windows AntiVirus and Firewall Security Dashboard to monitor compliance statuses across your network.
Integration with NMIS is simple, enabling effortless collection of device information alongside performance statistics
and configuration data, enhancing your ability to manage network security and compliance effectively.

Discover every device
Find every device and track missing devices using automated or on-the-spot network scans.

Configuration change management
Track and report on IT asset configuration changes as well as software licensing, shadow IT, and hardware
warranty status.

Scheduled reporting
Use the reporting feature to schedule the delivery of reports via email, JSON, CSV, XML, or HTML.

Controlled role-based access
Open-AudIT’s user roles have a set of permissions (Create, Read, Update. Delete) for each endpoint. Roles can also
be used with LDAP (Active Directory and Open LOAF) authorization.

Configuration and software baselines
The compliance system compares software, hardware, users, and netstat data against your required standard to
create easy comparisons of current and expected state.

Antivirus and firewall security

Retrieve the details of installed antivirus or firewalls from Windows clients and build security dashboards to track
adherence to compliance requirements.
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FEATURES

CUSTOM NOTIFICATIONS
Email reports can be filtered by the organization,
sending only relevant data.

e Emails can be to one or more contacts.

e Reports/lists can be in CSV, JSON, HTML, and
XML formats.

e Email scheduling of any report.

BUSINESS SERVICES

e Open-AudIT tracks every device on your network,

recording changes, additions, or removals.

e Schedule discoveries to ensure all devices are
kept up to date.

e Full lists of software, services, disks, open ports,
and users are monitored for additions, changes,
and removals.

e Schedule IT asset reports to be emailed to you on

your schedule and stay ahead of auditors.

USER MANAGEMENT

e RBAC control over devices.
e Custom business hours rules.

PURCHASING:

PRICING AND PURCHASING

e Licensed by the device and not by the quantity of
discoveries/audits.

e Fixed license costs.

e MSP Scale licensing available.

e Unlimited user accounts.

SALES AND SUPPORT

Easy to purchase —just contact us.

Support portal access.

Complete documentation and support wiki.
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e Pay-as-you-grow options are available.

FLEXIBLE LICENSING

e Open-AudIT is licensed by the device count.

e There are no limits on the number of discoveries
or audits.

e Subscription licensing available.

e Highly scalable architecture.

EASE OF USE:

EASY IMPLEMENTATION

e Easy installation.

e Dependencies are installed automatically.

e Support available for install and customization.
e CSV import and script ready.

ACCESSIBILITY

Accessible from any device.
Single Sign On (SSO) across all our applications.
RESTful JSON API & standard CRUD functionality.

Extensive Role-Based Access control mechanisms.

EASY TO USE INTERFACE

e The Open-AudIT home dashboard is ready to go
with information.

e Run discoveries/audits on demand or look at
historical reports.

e Accessible from any common browser.

NETWORK DEVICE DISCOVERY & AUDIT:

LOCATION MANAGEMENT

e With Open-AudIT you have the ability to build
locations and have devices assigned to a location.

e By adding an address to a location, you can
visualize where your assets are on a map.

e If your organization utilizes racks, Open-AudIT
comes with rack management; you can even get a
visual of your rack.

e Discover your cloud instances and know where
your data is being stored.

e Open-AudIT uses Organizations to split out
assets, if you are a service provider it is built to
manage your customer’s equipment.

DEVICE DISCOVERY

e Discover all networked devices.

e Discover every server.

e Cloud instances on AWS, Azure, and
Google Compute.

e Virtual Machines.

e Even store non-connected devices.

DEVICE AUDITING

e Open-AudIT will discover everything about your
devices and build a comprehensive audit profile
for them.

e Hardware auditing on machines such as
motherboards, processors, disks, or memory.

e Software auditing including installed software
running, services, and file auditing.

e Network auditing including network cards, IP,
open ports, and routes.

e Full system details are audited.

e Users and user groups are available for auditing.

IT ASSET MANAGEMENT

e Gives you detailed inventory of your
organization’s hardware, software, and
network assets.

e Open-AudIT provides information to help cut
software licensing and support costs.

e Improves your visibility and control of IT assets.

e Inventory and configuration data can help
with recovery from disaster or other
unexpected events.

REPORTING

All reports that are generated can be scheduled
and emailed when it is suitable for you.

e Receive weekly reports on hardware changes in
the last seven days.

e Receive weekly reports on new software
installations in the last seven days.

e Receive weekly reports about devices that
haven't been seen in the last seven days.

e Receive weekly reports on newly discovered
devices in the last seven days.

e Receive weekly reports on software licensing that
is nearing expiration.

SOFTWARE LICENSING

e Open-AudIT will discover all the installed
software on your systems.

e Discover any shadow IT on your network.

e Use Open-AudIT's license management system to
match installed software with purchased licenses.

e Build historical snapshots to easily compare
software over time.

e Schedule reports that look for over-subscriptions
and get ahead of unexpected large bills.
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Ready to level up?

If you need help with taking your cloud email security to the next level, please contact FirstWave
and we will be more than happy to help assess your current situation and recommend a solution
to help your business.

Email
connect@firstwave.com

Phone

Asia Pacific: +61 2 9409 7000

USA & Canada: +1 (415) 944-1837
Mexico & Latin America: +52 558192162
United Kingdom: +44 1223926354


https://firstwave.com/book-a-demo/?utm_source=product_brochure_open_audit&utm_medium=pdf&utm_campaign=documentation
https://firstwave.com/contact-us/sales/?utm_source=product_brochure_open_audit&utm_medium=pdf&utm_campaign=documentation

